
ruper / suDject Code: E2912 / Computer Scietrce: r) Cyber Forensics (R.2023)
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N.B. t) All questlons ere compulsory.
2) Flgures to the right lndlcatc mrrks.
3) Illustrations, ln_depth answers 

"ii Org".r, ,rill be appreciated.4) lt{i*rng of sub{uestiotrs is trot ,Uor"Jl- 
-.." "."

,9, 
, AttemRt,SeUB from the fo[owing:

)li fllll'l o'ffr'*lcomponents orincident isponse. (20llr)
ru, wnre a note on Digital Evidence and its storage formats.
1:) How to setup Digital Forensics Labs?

l3 I'*ffi3:Jg"#ill1Y:*,nrup yourworkstation rordigitar rorensics?(r) n^pr"r, 
""y "" r"."".#f$ffi.T,1-l::l"l|",."Tj*' ^ * r,,",tie",*.

3:' ttemRt,sfrom thefolrowing:(a) Explain different softwareand hard**" a1l. yo, o.ed for digital investigation. 
(20M)

1o] What is Data compression? Explain,rr.. 
"ii"o "];J**i"".(c) How to locate and recover graphics files.(d) Explain common data-hiding technioues.(e) Describe Linux file structures. -

(0 Explain any one tool used for ldentification the live network.

9: 
, Attempt ANy FOUR from the following:(a) How can email server logs be used in an iivestigation?(b) What is nctwork forensics? Explain Securing 

" 
N"*"*(c) Explain Investigating E-mail Crimes.

(d) What are the tasks performed by Digital Forensics Tools?(e) Write note on Recognizing a Graphics File.(t) Explain any one Sysintemals tools to Monitor Live processes.

Q. 4 Attempt ANy FM from the followlng:
(a) Write note on ..Chain 

of custody".
(b) Define and explain digital forensics.
(c) Write note on mobile SlM Cards.
(d) Explain in short answer - Affidavit, exhibits, vErdict
(c) Explain the term Steganography in Graphics Files.
(0 Describe cyber-crimes happened in social media?

(20rlr)

(rstrr)
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