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N.B.: (1) Question No. I is compulsory. "ri

(7t) Out of the remaining quegtions, attempt any three.
(3) Figures to the right indicate fun frUrts.
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Ql) Solve any Four.
a) What is user authentiaation? Explain any t*o rnetlipds used for , ' "

authenticating use1s.
'

b)WhatisMalware?Explainanytrvo.:typesofmalwarewithsuitab1e.
examples.

c) How is an,Intrusion Detection,systenn used in wiroless netwsrk securi.ty?

luss the i-p&e of #eu Server Securitv.t ' r'r'i

.....].:':'.{.,'.'..".
e) Exptrain the steps inyolved in Risk Analysis in uo orgdrritzation.

,',''.,'
Q2) a) Differentiate betwe$n Bell-tapadula and BIBA M-ultilevel,,s,ecurity Models.''.'

b) What is a VPN, and how does it help protect user privacy and data;security

, .t, when accessing the internet?

Q3)a)Describethevarioustechniquesused.1o:enhanceIVLANsecurity.
.1

b) Discuss SQL injection attagks in detail and outline techniques used,lo
prevent them. ... r

''''''
Q4) a) Explain different risks involved'in Cloud:security along with its
: counteffneasures.

b) What iS a Cross='Sit" Reguest Forgery lCSnf),:bttack and what are the
countermeasures used to'prevent it?

Qs) a) tffhat are,,Mernory and Addresd protectiiin in an operating system? Explain
their purpose and significance with suitable examples.

Describe the SET protocol used in secure oniine payments.''''''.'.,..'
Explain in detail the'steps involved in Incident Management in an
organization. ' t'' :r

.''''
Describe thelmajor challenges aad solutions related to Data Protection in
Cloud Conrputing.
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