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Time: 2 hour 30 minutes

University of Mumbai

Examinations Summer 2022

Choose the correct option for following qu

Q1. compulsory and carry equal marks
1. The principle of ............... ensures that th
deny sending of the message )

Option A: | Authentication
Option B: | Non repudiation
Option C: | Access control
Option D: | Integrity

2. Rail Fence Technique is an example Qf A
Option A: | Substitution ;
Option B: | Transposition
Option C: | product cipher
Option D: | Caesar cipher

3. The number of symm“’\ unication between 8

people is 3 Bl

Option A: | 256
Option B: | 32
Option C: | 28
OptionD: |8

4 y text code if the ciphertext is 39
Option A: ; 3%
Option B: | 1T
Option C: .| 10101"
Option Dz | 0011

ger the security of the Diffie-Hellman
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8.
resources.

Option A: | Phishing attack

Option B: | DoS attack

Option C: | Website scripting attack

Option D: | SQL injection attack

9.

Option A: | 160 bits

Option B: | 512 bits

Option C: | 628 bits

Option D: | 820 bits

10. | Which of the following is considerec
Option A: | Virus ok

Option B: | Malware

Option C: | Spam

Option D: | Adware

Q2
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5 marks each

10 marks each

signature algorithm.

yare digital certificates and signatures required?What is the role of
a _1{23 signature in digital certificates? Explain any one digital

’ What is the need for message authentication? List various techniques:
< used for message authentication. Explain any one of them.
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Solve any Two

Explain handshake protocol in SSL.

Explain buffer overflow attack.
List various Software Vulnerabilities. How mlnerabriihiésar
to launch an attack. RS

Solve any One

i. How does PGP achieve confidentiality andﬁut’h@h{teatmg ] FAEN
i, How is security achieved in Transport z;z;d ’L‘unﬁei‘ mod“;;’fﬁ;iPSE ‘»Exma
the role of AH and ESP. - W
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