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N.B. : (1) Question No. 1 1s compulsory.
(2) Attempt any THREE Questions out of remaining FIVE questions.

. (a) For an online shopping system identify vulnerability, threat and attack.
(b) What is I[P spoofing? How does it lead to Denial ot service attack” -5
(¢) What are the different modes of authenticating a user? 5
(d) What are the different phases of a virus? How does a virus propagate? 5

2. (a) Differentiate between :- | 10

(1) Access control list and capability list
(11) Firewall and IDS. )

(b) Explain RSA algorithm for public key encryption. Given momﬂus N =143 10
and public key = 7, find the values of p, q, ph1 (n), and prwate key d. Can we
choose value of e=57 Justity.

3. (a) What is session hijacking? How does i1t occur? Cﬂ/é two ways to prevent 10

a session hijack.

(b) How is single sign on achteved in Kerberos prutocol” What is the concept of 10
a ticket 1 this pTOtOCOl?

4. (a) Compare the different types ot ﬁrewalg& that can be used to secure a network. 10
(b) List the different protocols of SSL a;l...,,d‘ explain the working in detail. 10

. (a) What are the difterent approac rrrrr i to software reverse engineering? 10
(b) What are the file system vulnerablhtles for a Linux system? 10

6. Write short notes on (any [f,etu*) 20

(a) Secure email w::*

(b) Multi level agwss control

(c) Digital Righiﬁ\/lanagement

(d) - Non-malicious programming errors
(e) Fedelﬁat;ﬂ [dentity Management



