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Note: 1) Question 1 is compulsory.

2) Solve any 3 questions from remaining questions.

. @) What is Distributed Denial of Service (Dos) Attack? .~~~ = = 7 o T gy o
b) Explain Biometric authentication. S ool :x. = i *‘ ’ (5)
¢) Consider an online election system identify vulnm‘&hlhty, threat a.nd atiack. u ) “q & Souch!
d) Explain SQL Injection with an example. ' fol A e e"ﬁ Ny S )
2. a) Explain the roles of the different Sew&rﬁ"iﬁ%eﬁbé;ﬁs'Pi'h;écﬁéli Hnw;ﬂ"ﬁeg,mﬁse:' ée't- i
authenticated to the different servers'? PSSR e —\'Zi‘?i T f 4 (10)
b) Explain different types of ﬁrcwalls thaJ: can be usecl t03$cura &-ﬂatwui;k wuh advantageﬁ
and disadvantages. R 8 0 _' --'-;;f : ;’5’ _ (10)
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3. a) What is Digital Signature? Exp]am hnw 1: 15 ﬁmawﬁ’qy sétydﬁr and venﬁed by receiver. (10)
b) What is the need of Intrusmn Detecuenﬂystem (TD%)'? E“Kplam d;fferem types of IDS with
advantages and msadvantages Lo S 'ﬁ_ﬁ??h H. lﬁ ¥ S (10)
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4. a) What are the d;ﬁ‘erent appfqachﬁ t&Sﬁfnva%RevErsa Engme.mng? (10)
b) Explain secure Emmi promcnls aﬂ&wﬂ _ (10)
= .. g A .- v-'\:' :5."-’. ‘A{. - - .
5. a) List& eXplaln types of I\quﬁlif‘.[ah@nus Cndes BuffBr Overflow, Incomplete Mediation
& Race Conditions, - # } b~ SN R (10)
b) E«xpialn the ’TCP:’IP .}f ﬁﬁem&htlﬁ Y e& iayer wise well known attacks. (10)
6an:f: shctrt notes on (zmal ‘@ur) G (20)
" .a) Cross Site S_cnpt ) 5
~_b) Digital R},ghfs;‘Mm‘,;agement
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