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N. B : (1) Question number 1 is compulsory
(2) Attempt any 4 from guestion Nos. 2 to 7.
(3) Mustrate answers with sketches wherever necessary.

Q1a) What is network security? Why is it needed? Explain various security services. » (10)
b) What is Key Distribution Centre? How does the key distribution work wﬂhmﬁlapl‘&

KDC domains? . (10 )

Q2 a) What do you mean by Hash function? Explain message digest algnmhm {]f MDS
(08 ) )

b} What is c[}fpmgraph}-'ﬁ' In an RSA system, the public key of g.usé?is r:—?
n=527. What is the private key of the user? (7 . (07}

Q3 a) Explain mutual authentication and refection attmkthhﬁ)e help of a diagram.
(OR) e )
b) Explain how security of a message is ach:ew ud\usngg the SSL (07)

(Q4a) What do you mean by IDEA al gc-mlcu,n anﬂ g.lsa 'explain the detailed working princ iple
of IDEA., (08) -

b) Explain DES algorithm with Lmhﬂ}'en rm‘natmn (07)
Q5 a) Define Firewall. What a.ﬁg me@pes of Firewalls? Explain in brief. ( 08)
b) Explain how SET enaure.éf’a :-,‘ecﬁﬂ ¢ — commerce transaction.  ( 07)

Q6 a) What is Kerbemsfr%:plmh the working procedure of Kerberos? Define Kerberos V5
(08) N 4

b) What is a dlglpa] ce‘tﬁﬁLatc’r' Explain the stepwise process of certificate generation? (07)
Q7. Write Shaﬁnqteﬁﬁn (any three) (13)
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