N.B.: (1) Question No.l is compulsory.
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(2) Attempt any three questions from the remaining five questions. *®
(3) Make suitable assumptions wherever necessary but justify your assu,rnptinn%f?:‘??;\:
1..} \'.'r-:l
1. (a) What is Cyber Crime? How do we classify Cyber Crimes? y 4 \\*":‘;-_—-ﬁﬁ
(b) What is some of the volatile information you would retrieve from a computer ‘j? 03
system before powering it off? &> ® .
(c) What is Evidence? Explain the types of Evidence. *“‘ - );I 05
(d) What is DOS attack? How to achieve recovery from DOS ﬁ.t % 05
2. (a) What is Digital Forensics? What are the phases of D1gnai {ﬁn?cs process? 10
(b) Define Forensic Duplicate? How you will creatqﬂ’ﬁrﬁ;;c"ﬁuplmate of a hard 10
U
drive. =4 ) - .g.-
3. (a) Brietly explain the process of collecting the m]aﬁ}ﬁﬁauﬁg digital forensics. 10
(b) What are the steps involved in compulepﬁ‘iﬁerﬁejhndhw ? Explain in detail. 10
4. (a) What are the tools used in Network ﬂﬁ%&lh]ca \‘ 10
'\ 2% _.-'"_/
(b) Discuss the techniques of lraunglﬁn"’&{maﬂ mg}ssrigt 10
5. (a) Explain how law enforcement 15‘&%@ in computer forensics. 10
(b)Worksource Priv ate [ lmtfed ﬁ a \busm 5 process outsourcing (BPO) outfit 10
handling business prm:f %m _;gﬁng for various clients in North America and
Europe. The emplc}ﬁ:e}s J!-hfuﬂ:buurx become privy to confidential customer
information during thie ulse f)f theiv work. The nature of this information ranges
from medical r&co@/{ql\mﬁwduaf& to financial data of companies. The unprocessed
data 1s transmi ‘ﬁ'bm e clieni's location to Worksource offices in Gurgaon, Pune
and Hydembﬁ Ltybu hihe [:aternet using VPN (Virtual Private Network) connections
on bmadl:{a,nd‘*ﬁ’rcm&éﬂurrr allows clients to transfer information via dedicated FIP
servers on tmntﬂnlet wnich can then be accessed and processed by its employees.
Wn:ixs e, ;ﬁmugh its website, worksource.com allows its clients to log in and view
hdirhm::{ Emlnm' 1nformation specific to them. Access to this information is restricted
lhoucli}ﬁ&. ustai user name - password combination found on most websites.
& U v Z
*x . e
{ﬂ\k kmg, at the above scenario. discuss the threats Workforce faces to its information
. suggast controls which it may put in place to secure its information from such
) d Is which it 1 its information fi h
=
f“::’_ ‘““?-L‘:»_ thrcal" _
"‘*'«E;;R_} 5> Write a short note on - 20
9

(1) NTFS Disk
(2) Windows Registry

Comp  CBES )

Q.P.Code : 725000




